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Abstract: Crimes committed via the Internet are no longer a novelty either for authorities and companies or for 

the general public, including potential victims. Transshipment of the human being to the virtual environment has 

not left out the bad habits and the propensity to steal of some people. On the contrary, it seems that the 

unprecedented development of the information technology [1] has given birth to a new category of dangerous 

criminals - those who steal by means of a computer not just huge amounts of money, but also ideas, data, 

identities and information from the most varied and unexpected areas. According to IT jargon, thefts via IT are 

those illegal activities by which the criminal(s) causes (cause) losses to those who store in the online 

environment personal information, saleable information, money or other valuables. Another “booming” 

category of Internet crime is the theft of identity. This is a serious crime that most often than not is targeted to 

stealing money. In today's society, we are often requested to disclose a great deal of personal information about 

who we are and what we do, such as our signature, address,  passwords, phone numbers, and in particular 

information about our credit cards and the various banking services we use. The problem concerns not only the 

theft of data and information, but also the loss of data and information. This paper aims to tackle a few 

important aspects of this issue. 
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1. INTRODUCTION 

 According to a study conducted by IDC (International Data Corporation), 71% of the 

companies surveyed believe that protection of vulnerable information is the main challenge in 

the coming years. When asked about what in their opinion vulnerable strategic data was 

about, 73 percent of the respondents pointed to customer financial information and 51% of 

them indicated employees’ personal data as being sensitive information. These trends are 

directly related to the growing number of mobile device users. 

Companies make decisions about data virtualization are often unaware of the threats they may 

face. Cyber attacks are no longer “science fiction” they have become part of our everyday life. 

To minimize threats and to effectively protect data against cyber-crime, it is vital that we use 

verified security solutions. 

The overwhelming majority of companies facing IT security incidents were unable to 

keep information about such incidents confidential, due to pressure from third parties. This 

eventually led to major damages to business reputation, according to the study [2] conducted 

among representatives of businesses from around the world.  

Public disclosure of information regarding IT security incidents is often unavoidable. 

The study [2] revealed that 44 percent of companies that suffered a data breach were forced to 

disclose the incident to clients who might have been affected, while 34 percent informed their 
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business partners, 33 percent informed their suppliers, and 27 percent reported to regulators. 

Lastly, 15 percent of companies disclose details about the incident to the media.  

Big companies are most frequently required to disclose details about their IT security 

incidents to third parties. These organizations are expected to report such incidents to 

regulators, clients, and the media. The disclosure in these cases may obviously be risky, 

causing substantial damage to corporate reputation. Moreover, the disclosure of the incident is 

also often associated with financial losses in the form of fines imposed by regulators and in 

the form of compensation paid for related losses incurred by clients and partners.  

As far as regulators, contractual obligations to clients and partners and other factors do 

not permit a company to keep secret information about confidential data leaks, the only real 

way to avoid such data breaches is to prevent the IT security incident from happening in the 

first place, by putting in place a secure and protected IT infrastructure.  

An effective strategy for maintaining the security of an IT infrastructure involves, first 

of all, the using an advanced security platform capable to provide anti-malware protection 

against complex and targeted attacks and against imminent threats to the entire corporate IT 

infrastructure, along with security systems management, control and encryption tools. 

This level of security, coupled with education of employees about IT threats, can 

make up the foundation of an action plan guaranteeing the highest level of protection of IT 

infrastructure of any company against cyber-attacks and related consequences such as 

financial losses and reputation damages, to name but a few. 

 Corporate data protection is a priority and is often the precondition for the company’s 

competitiveness on the market. Loss of corporate data due to hardware failure or cyber-

attacks is the reason why companies look for security solutions. 

 

1.1. Information Technology Threats 

 The Internet is providing virtual criminals with new ways to get to private information 

about www users, in order to commit various types of cyber thefts. High-tech thieves pursue  

their goals, for example, by accessing the so-called “chat rooms” on the Internet, from behind 

which they can launch Trojan horse programs that remain “hung” in the users’ computers, 

sending those who have launched them private information such as passwords, usernames and 

credit card number. Many online criminals do not hesitate to steal clients' personal 

information and use it later for the most unbelievable purposes. 

 An increase has been noticed lately in the incidence of the so-called “e-mail phishing”, 

whereby hackers may efficiently steal personal information. Phishing is particularly frequent 

on social websites, auction websites and online payment processing sites. Phishing is typically 

carried out by email spoofing or instant messaging and is often directs users to enter  details at 

a fake website whose look and feel are almost identical to the legitimate one, thereby luring 

users to disclose their personal data. 

 Phishing is a brilliant example of a social engineering technique by which users are 

masterly deceived and traditional online security technologies are easily “spoofed”. Protection 

against phishing scams comes in many forms and includes changes and amendments in the 

relevant legislation, public awareness, user training and information and, first and 

furthermost, continuous updating of online security measures. 
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 A phishing technique was described in detail in 1987 and the first recorded use of the 

term 'phishing' was made in 1996. Briefly phishing appears on the computer or laptop screen 

as “bait”, often as an attachment that invites the user to click on it, by which time the user’s 

financial information and passwords are already at the mercy of the virtual offender. 

 The term “brandjacking” refers to illegal activities whereby someone acquires or 

otherwise assumes the online identity of another entity for the purposes of acquiring that 

person's or business's brand equity. Brandjacking came to public attention for the first time in 

2007, with the publication of an article dedicated to it in the prestigious magazine “Business 

Week”. 

While apparently similar to phishing and identity theft, brandjacking is used 

extensively to ruin the reputation of a politician or a political or advertising campaign. 

Brandjacking effects on the original brand-holder may often include reputation damage, 

financial loss, negative publicity, lost sales and termination of a celebrity's sponsorship deals. 

 Many important bloggers in the online landscape saw their blogs attacked by 

brandjackers who created similar but fake blogs, fact that caused the legitimate bloggers 

reputation and, implicitly, financial damages. Avoiding this kind of virtual scam involves an 

accurate recording of brands on social networking websites, the use such sites to discover any 

attempted branjacking and, last but not least, the prosecution of brandjackers. 

 

2. DATA LOSS 

 Whatever the cause, data loss affects everyone involved: companies, employees and 

clients. According to a study by B2B International, customer information and corporate 

financial data are most frequently lost, namely in 36 percent of the cases surveyed. 

Employees’ data loss ranks second, with loss occurring in 31 percent of the cases. 

 The causes for information leaks can be both external and internal. 35 percent of IT 

professionals have confirmed that their companies have experienced data loss due to a 

malware infection – which is the most frequent external threat. The most frequent causes are 

attacking via e-mail (21%) and phishing (17%). 

 With regard to internal threats, loss of important information is most often caused by 

the vulnerabilities of the software (25 %) employed by the company, which cyber criminals 

will exploit to infest the computers attacked. 

 Most of the data leaks occurred in mobile devices, with 23 percent of respondents 

reporting such losses, while 15 percent of respondents said that the theft of mobile devices has 

resulted in data being compromised. In 13 percent of the cases, the information get into the 

wrong hands due to negligent acts such as sending messages to a wrong email address. 

 The variety of cyber threats causing data loss illustrates how important it is for each 

company to realize the need to use a security solution structured on several levels [5]. An 

effective corporate security solution must provide protection against both external and 

internal threats, using the right tools for this purpose: anti-malware technology, corporate 

security policies, and data leak prevention methods, control tools and many other specific 

functions. All these security measures are incorporated into corporate security solutions. 
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 The Endpoint Security for Business solution was built based on the needs of small and 

medium-size companies and includes premium protection technologies that need no larger 

budget or additional human resources to manage. 

 Available for purchase in specialized bundles for businesses of all sizes, Endpoint 

Security for Business is a single, unified platform, created by engineers from a single code 

base, designed to deliver better protection than any other security product. 

 Through one platform, one console and at one cost, IT administrators can see, control 

and protect all systems and endpoints within the organization’s IT infrastructure [6,7], 

whether it’s a PC down the hall, a virtual machine in another office, or a missing smartphone 

across the country.  

 

2.1. Companies Lose Mobile Devices Containing Sensitive Data 
 According to the results of a Varonis study, half of organizations surveyed have lost a 

device which contained sensitive company data and 20% of these companies admitted that the 

incident has created a security implication. Moreover, 57 percent of employees believe that 

BYOD (Bring-Your-Own-Device) initiative puts their personal data at risk as well, according 

to a report from data governance software specialist Varonis. The report, which focuses on the 

impact of the bring-your-own-device (BYOD) trend on corporate security, shows that almost 

three quarters of employees are allowed to access company data from their personal devices. 

 Despite these concerns, the study revealed that 86 % of employees use personal 

devices for work at any hour of the day, 44 % of them saying that they practice this during 

meals, too. In addition, 20% of the respondents admit they are workaholic, 15% admit they 

take their devices on vacation, while 7% say there’s no boundary between their personal and 

work lives. 

 It’s interesting to note that in many cases employees are concerned not just with the 

safety of corporate data, but also with the safety of their personal information. 57% believe 

the BYOD initiative puts their personal data at risk.  

 On the other hand, while it can increase work efficiency, in many cases BOYD 

appears to have a negative impact on productivity because many employees actually spend a 

lot of time on their own devices for personal use during work hours.  

 In companies where BYOD policies are implemented, a drop of only 5% has been 

recorded in the number of security incidents, as the study reveals. When it comes to 

protecting mobile devices, the most frequently used protection measures are password 

protection (57%), remote wiping of data in case of mobile devices stolen (35%) and 

encryption (24%). 

 Although organizations enjoy the many benefits of BYOD initiative and despite the 

willingness of employees to adopt this style of work - companies need to protect themselves. 

All companies that allow the use of BYOD initiative should: 

 develop a BYOD policy to notify employees on what is and is not allowed ; 

 ensure that risk controls are matching the risks; 

 monitor the effects of frequent interruptions and of “always –on” habits, to 

find signs of impaired productivity or health. 
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3. EMPLOYEES’ NEGLIGENT ACTS – A CAUSE OF INFORMATION THEFT  

 Mistakes made by employees are among the main causes of security breaches that can 

lead to leakage of confidential corporate information, according to a survey conducted by 

B2B International in 2013. 

 Although vulnerabilities of the software normally used by employees in their daily 

activities are among the main causes of IT security incidents (39 % of companies reporting 

this issue), the large number of the different types of incidents that occur due to employees’ 

negligence remains high. Four out of the five types of IT security incidents that have occurred 

in companies were related to mistakes made by employees. 

 Approximately 32% of respondents said they had experienced data leaks caused by 

employees’ errors. A smaller percentage - 30 % of companies – experienced incidents 

involving the loss or theft of mobile devices due to employee negligence. There were many 

instances where employees were those who had intentionally caused the data leaks, said 19 % 

of the companies surveyed. Leaks resulting from the misuse of mobile devices (involving 

mobile e-mail clients or SMS) were reported by 18% of respondent companies. 

 At the same time, 7% of those surveyed said they actions of employees were the cause 

of leakage of sensitive and confidential information about their business operations. Most 

often sensitive information leaks occurred following the loss or theft of mobile devices 

through a fault of the employees – with 9% of respondents reporting such incidents. 

 

3.1. Addressing this Complex Issue 
 The types of incidents described above can be eliminated - or risk can be mitigated - 

by implementing a set of measures, including educating employees on IT threats, and the 

development, adoption and supervision of the implementation of security policies across the 

company [8]. Another crucial step is the use of specialized security solutions, such as 

Endpoint Security for Business.  

 As a top quality security platform, this product includes a component that protects 

computers and mobile devices, while allowing their effective management.  

 The platform not only provides a high level of security for IT infrastructure of any 

corporation, but it also helps to implement security policies within the company, even 

compensating for their absence [9]. 

 

4. THE COST OF CYBER ATTACKS 

 Cyber crime and cyber espionage account for between 300 billion and 1 trillion US 

dollars in annual losses globally, reveals a study. Security firm McAfee has funded a study by 

the Center for Strategic and International Studies (CSIS), which quantify the economic 

impact of cybercrime after years of mere assumptions. 

 CSIS has resorted to economists, intellectual property experts and security researchers 

to build an economic model and a methodology that have revealed that global losses are lower 

than once estimated. 
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 The report shows that the highest recorded limit of these losses is 1 trillion US dollars. 

The report also places costs in the context of global GDP, specifying that they account for as 

little as between 0.4 % and 1.4 %, compared with losses of US$ 600 billion losses incurred 

from drug trafficking, which accounts for 5% of GDP globally. 

 The authors of the study note that it is difficult to rely on methods like surveys, 

because companies disclosing their cyber losses cannot always properly assess and quantify 

such losses. 

 For the purpose of the research, CSIS has divided malicious cyber activity into six 

parts: 

 The loss of intellectual property; 

 Cybercrime; 

 Opportunity costs, including service and employment disruptions, and reduced 

trust for online activities [9]; 

 The additional cost of securing networks, insurance, and recovery from cyber 

attacks; 

 Reputational damage to the hacked company; 

 Measuring losses associated with cyberattacks. 

 We believe that CSIS report is the first report ever to use the current economic model 

to compute the figures related to losses due to malicious cyber activity. 

 As this new study admits, malicious cyber activity costs involve more than the loss of 

financial assets or intellectual property and considers also the brand and reputation damage, 

the loss incurred by consumers from frauds, the opportunity costs of service disruptions, the 

“cleaning” after cyberattacks and the increased costs related to cyber security . 

 This report is also the first report that links malicious cyber activity to the loss of jobs. 

The authors estimate that 508,000 jobs in US are potentially lost every year due to cyber 

espionage. 

 While this first CSIS report builds a model to quantify the direct losses from cyber 

crime and cyber espionage, a second report examines security losses in terms of the pace of 

innovation, trade flows and costs associated with cyber crime and loss of employment. 

 The authors of the report say that the core problem lies in the effect of the costs related 

to cyber crime and cyber espionage on trade, technology and competitiveness. The answer to 

these problems will help us put the problem in its strategic context. 

 

5. CONCLUSIONS 

 The proliferation of cyber attack tools is another possible future challenge. We are 

witnessing the development of user-friendly malware kits and it is only a matter of time 

before developing countries will follow the cyber espionage example of the great powers. 

 Information security practitioners will need to shift from efficiency to effectiveness. 

 There issue will no longer deal with efficiency and cost, given the constant 

improvement of the private sector of intelligence threats. Companies will take into account 

the cyber attacker when they decide how to invest in cyber security [10]. The basic challenge 

to face these problems is finding enough number of people with relevant skills. 
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