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Abstract
The COVID-19 pandemic has irreversibly changed the traditional academic approach, revealing unprecedented
perspectives on both university management and the new requirements of the economic environment, requirements
regarding the new skills required by the economic environment from graduate students. The informational impact
generated both by the increase of the volume, speed, variety and variability of the data with the decrease of their
veracity and the return to the concepts of parallel and distributed computing to face these changed environmental
characteristics, made the economic environment discover, value and to want to preserve knowledge - seen as the
reunion of contextualized information, specialized knowledge, values and human resources they have. The challenge
for universities is great, immediate and inevitable. The way they will react can no longer be a traditional one and it
will be necessary that all this information flow can be doubled by that of the human resource that can use all the new
tools so that with the accumulation of new information he can understand them and turn them into actionable
perspectives that provide decision-makers with decision support. This paper addresses an evolutionary scenario of
organizational management by implementing the principles and process of competitive intelligence in the broader
framework of knowledge management.
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1. INTRODUCTION
The academic tradition of the top universities had among the essential pillars the pool of
school population in the region that wanted to access the bachelor's and then master's studies of
these universities. The main attractive factors were related to the costs of education that increase
with the distance to the academic environment and the network of teachers in regional preuniversity education who in an overwhelming proportion graduated from the top regional
university, orienting the pre-university school population in the region. Through the multitude of
collaborative tools and online platforms that became accessible during the Covid-19 pandemic, a
new perspective was created for the university tradition: the almost complete virtualization of the
university educational environment weakening this last attractive factor. For almost a year all
universities have been conducting online activities. It is a fundamental difference between taking a
course in front of a video camera possibly using a writing tool and some collaborative tools such as
screen sharing or scratch pad and a virtual learning environment based on pedagogical principles,
focused on the student, who performs an individual assessment and consequently a learning
program adapted to each student, with interactive and adaptive learning contents to the studentteacher or student-platform interaction mode, clearly in favor of the latter. But the immediate
requirements of the economic environment that take into account the speed, volume and variety of
information that it must process and we consider here including organizational and productive
environments shaped by digital twins, reduce the traditional stages of learning related to these new
features. In this context, the university management decision needs a new decision support based
on the traditional one, of the expertise levels of the certified competence components, augmented
with a new decision support component based on modeling and simulating the institutional
competitiveness and the graduates' competitiveness. If for the second one an analysis of the need
for competitiveness is needed both at global and regional level and the establishment of a need for
new skills that will be obtained through a curricular change, for the first component that will have
to ensure institutional competitiveness needs to be approached in the form of a process, possibly
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piloted in a primary phase, then calibrated, validated and implemented at the level of university
organization flows, adding new metrics for measuring competitiveness, dynamic and correlated
with the economic environment.
The process chosen to increase decision support is the competitive intelligence process with
tools for collecting and structuring open sources from the external environment.
The implementation of the principles of competitive intelligence at the level of university
educational management means, in a first stage, the accumulation of knowledge necessary to
establish the main theoretical landmarks of Intelligence, OSINT, Competitive Intelligence and
Knowledge Management, which underlie the development of knowledge management skills ,
education / training harmonized with current demands and the widespread use of collaborative
work technologies in BIG DATA environments
The exponential growth of data both before the pandemic and especially during the pandemic
has accelerated the process of globalization, as a process of integration, interdependence and
communication, being an important challenge to national education systems especially in the
university. In the post-informational age or the age of the knowledge society, a key element of this
challenge is the management of information at the organizational level. In terms of information
management technology, the emphasis is now on collecting and structuring the multitude of easily
accessible information from BIG DATA environments, as their classical assimilation is practically
impossible.
The most developed and advanced discipline in information management is competitive
intelligence, in the business and business sector of the last decades, it includes a procedural,
methodological and technological arsenal of knowledge transferred from the field of OSINT - Open
Source Intelligence. In this sense, in this paper we use the notion of OSI to define the information
obtained from open sources and CI to define the notion of Competitive Intelligence.
2. THE CONCEPTS OF DATA, REPRESENTATION, INFORMATION, INSIGHT,
KNOWLEDGE AND INTELLIGENCE.
The concept of date is related to that of information and representation and together they
shape and make sense by reflecting in our consciousness the phenomena of the surrounding real
world and the flow is as follows:
1. The production of the phenomenon in the real world
2. Reflecting (modeling) the phenomenon in our consciousness (producing meaning for the
observer)
3. Symbolic representation of the record in our consciousness (production of the date)
Data outside this flow does not make sense, but together with the meaning given by the
observer it becomes information. This has been described by Davenport and Prusak [11] who states
“data turns into information when its creator joins them meaning” and by Belkin [5] “information is
the data with value to the decision making process” both considering that the human factor gives
meaning to the data. . Luís Madureira [24] and William Zikmund [44], states “that information
refers to a body of facts and / or events organized in a convenient format to the decision making
process or in a specific context that defines the relationship between the data” showing that the
significance of the data can also be given by computing machines through the correlations between
the data, but all within the reference to a real phenomenon pursued, in order to make a decision
regarding that phenomenon.
The fact that information makes sense does not automatically mean that it is also understood.
The process of understanding information is the process of thinking that establishes continuous and
dynamic relationships between something we know and what we learn. Understanding generates
the explanations (specifications) that lead us to the notion of model.
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Understood information defines the perspective, the perspective of understanding the real
event or phenomenon. If the event is to occur the perspective is called prediction, if the event
occurred it is called retrospective [24].
Knowledge is a complex and vast concept, associated with the human being and evolution in
the surrounding world and can be seen as a phenomenon, process or result of human activities.
Seen as a phenomenon and represented according to the previously defined process, knowledge
will be reflected in the observer's consciousness and then will be symbolically represented by data
being from this point of view an information. Philosophically, knowledge is "a truly justified
belief" or "a justified, true and credible statement"[30], but these definitions are far from complete.
Compared to the notion of perspective, „knowledge becomes an Insight that reveals to be true”
(Madureira, 2012).
Insights can be actionable or implemented and we refer to a subset of forecasts or not and we
refer here to retrospectives. Intelligence is an actionable insight [24]. There are many definitions of
the notion of Intelligence, but we will limit ourselves to the one that defines it as an "actionable
perspective, which can be implemented in order to make a decision".

Fig. 1 From Data to Knowledge [24]

The external environment is viewed through all the information contained in it, some public,
others sensitive, personal that can only be published under certain conditions and others classified.
There are two currents that define information sources: OSINT which refers to classified
information obtained from open sources [32] and OSI which refers to information obtained from
open sources [21]. The external working environment for the model we will analyze is the second OSI. We can give an extended definition of OSI as “the totality of information resulting from a
complex action of processing data collected from publicly accessible sources, without any
restriction of consultation, obtaining, processing and dissemination, in order to produce relevant
products, which correspond specific requirements in order to obtain the competitive advantage of
the organization over the rest of the organizations in the field ”.
The concept of open sources is an attribute of the need for communication, specific to public
opinion. It began to manifest itself as a feature of modern society, with the globalization of
information and came to be developed in particular by intelligence specialists, and more recently by
experts from various university organizations, think tanks and, more chosen, business.
Open source information , especially in the digital sphere, consists, above all, in a very well
structured assortment of links to data from other sources, organized according to subject, time,
entities and locations, arranged by relevance, utility. and degree of complexity, and especially
focusing on the latest news or additions.
They must be concentrated in an area of sufficient scope for real-time operational
information, but without overburdening the beneficiaries, while requiring an accurate assessment of
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the importance and relevance of the information. Also, information from open sources, as a carrier
of the attribute of openness in the concept of dual intelligence, which contains the complementary
fundamental elements of secrecy and openness, are perceived by some specialists as a need to use
them as a public good.
From the perspective of conceptualizing the intelligence field, based on the new paradigms,
specific to the 21st century and the knowledge society, in the OSINT space, obtaining the strategic
advantage, in a security environment defined by volatility and continuous changes, consists in
approaching an OODA cycle (Observation - Guidance - Decision - Action) within a dynamic
management process of a new system of sources to be monitored by adopting new operational
measures, as follows:
 lowering the level of decision to the staff with analytical skills;
 elimination of redundancies and irrelevant channels by using technological solutions
for automatic search, processing and filtering of information;
 implementation of a set of criteria for flexible evaluation and validation of inputs and
outputs from the system of monitored OSINT sources;
 focusing on:
o the online press and the gradual abandonment of the printed one;
o use and possibly construction of news engines;
o digital social networks: blogosphere and wiki, social networking sites,
syndication - transmission of content to other sources;
o dark web;
 implementation of a specialized structure in the research of gray literature, databases,
products made in academic environments. [23]
3. THE CONCEPT OF COMPETITIVE INTELLIGENCE
Having defined these notions, we can define the concept of competitive intelligence
(hereinafter referred to as CI), a concept with an age of 5000 years [37], the first known work being
"The art of war" by Sun Tzu (1988). CI is a dynamic process, in which both the environment and
the actors and their roles are in a permanent change, therefore the conceptual definition is just as
variable following these changes over time. We will adopt for the rest of the paper the definition
given by Brody in 2008: „the process by which enterprises gather actionable information about
competitors and the competitive environment and, ideally, apply it to their planning processes and
decision-making in order to improve their enterprise's performance ” [7]
Objectives of CI researchers have identified are according to Cucui 2009, Peltoniemi &
Vuori 2008 and Wright et al. 2009 [9]:
•
„enhancing the enterprise’s competitiveness;
•
predicting, with a high level of trust, the business environment’s evolutions,
competitors’ actions, customers’ requirements and even influences generated by political
change;
providing better support for the strategic decision-making process;
•
•
revealing opportunities and threats by surveying weak signals and early warnings;
•
processing and combining data and information to produce knowledge and insights
about competitors;
•
satisfying the information needs of decision-making and problem-solving, and
decreasing reaction time;
•
devising marketing strategies”
The main objective of outlining a model proposal of university educational management in
the knowledge society, condensed in the phrase "3 I", respectively innovation (creation of new
knowledge), learning (assimilation of new knowledge) and partnership interactivity circumscribed
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to knowledge, is represented by developing the skills of managing the information needs /
requirements of the beneficiaries (economic environment, students, teachers), and coordinating the
projects and processes of monitoring and collection, respectively analysis and dissemination of IC
products developed at the organization level to streamline decision support of university
management .
This model can be obtained by combining the two elements OSI and CI approached as a
process of planning, collecting, processing and analyzing information for the production and
dissemination of educational Intelligence products in order to meet the strategic and operational
objectives of universities.
Education is an important element of globalization because it produces human capital, human
capital that has no borders and is free to choose where to operate. Globalization helps education a
lot. Not infrequently we find out about scholarships in different parts of the world. Not infrequently
we find out about specialists trained in various schools around the world and then employed in
countries other than those from which they come. We must not ignore the fact that in recent years
important steps have been taken to standardize education systems around the world. We must not
forget that Romania has begun the process of standardizing the university education system. As for
university education, it has largely the same characteristics as in Europe. Many young Romanians
receive scholarships abroad to attend university courses, just as foreign students work in Romanian
universities. It is interesting to note how, in societies where the phenomenon of globalization is
much better implemented, the mobility of those who study is increasing. It has become a necessary
condition for them to study not only in one country but also to expand their knowledge in other
cultures. Perhaps it is this cultural diversity that makes universities in Europe much better than
those in the country. The education sector is currently undergoing rapid changes, so that it can
respond to the changes caused (or in the process of manifestation) in the structure of the workforce
by the impact of the information revolution.
The new generation of the workforce, and for the most part the current generation, must be
prepared to face a shapeless future, for the time being, only in a broad sense. In other words, it is
important that, through education, the individual develops the ability to find the necessary
information, in order to fulfill as effectively as possible the role entrusted by society. [23]
The education system must face and actively influence the solving of the problems of the
society in which it is integrated. In the context of the information explosion, the creation of
databases and knowledge and the production of radical changes in information processing
technology, the educational process must ensure the individual's attempt to have an appropriate
training.
Our century has the chance to multiply the possibilities of interpreting information, as a
result of the use of telecommunications, computers and computer science or due to the ways in
which different sciences such as physics, economic and social sciences, biology regulate
information.
The human informational universe changes by generating new information or by creating
more efficient means of collecting, transmitting and processing by the computer and the computer
program some informational functions - sometimes even decisional -, limited of course to the
internal model of the fragment of reality. where they act.
In this new informational universe, information trains to a high degree the natural
intelligence of man and the social intelligence as a whole. Education must cope with these changes
both to endow man with the necessary knowledge and to modernize his own means.
The continuous development of automation of data flow in society makes computer training
an extremely important object. Well-designed computer programs promote the educational process
by increasing its effectiveness.
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At the same time, the dynamics of society's development, especially in the first decade of the
new century, required new answers to the challenges posed by globalization, the technological
revolution and a new cultural reality, which includes radical changes in the social environment.
On the labor market, instead of the classic competition, which involved a construction
focused on their own actions, we moved to a dual approach to business, also seeking to increase the
efficiency and quality of products through internal measures of the organization, and constant
attention to changes that competitors produce them in the reference market.
From the organizational perspective of a university, CI offers the attribute of Smart
Organizations, ie the realization of an entity that has the ability to be competitive, anticipate and
react both internally and externally, so as to maximize positive results and reduce their own
vulnerabilities. This type of organization masters the essential landmarks of Competitive
Intelligence, in other words it manages its activity according to a plan able to use the data obtained
in an intelligence process that involves decisions at a tactical or strategic level.
Competitive Intelligence targets the internal and external environment and competitive
factors, having as analysis targets workflows, student relationship management, with companies
and the economic environment in which they will work after graduation, with teachers, and other
institutions involved in the process. education. CI aims to streamline the activity and obtain the
competitive advantage over other universities by analyzing the performance of workflows, the level
of expertise achieved in the competencies of graduates with their redesign.
Competitive Intelligence's action model for universities in the face of challenges can be
summarized in the form of 5 steps:
1. focusing on identifying a coherent set of objectives;
2. implementing and encouraging an organizational culture compatible with the action of
Competitive Intelligence;
3. institutionalization, incorporation of Competitive Intelligence practices in the daily activity
of managers;
4. changing the processes, the individual behaviors and, in general, the activity so as to reach
the organizational objectives;
5. the effective achievement of Competitive Intelligence in the sense of its dynamic
functioning, the organization of the activity being achieved by focusing on the adaptation and
continuous improvement of the activity.
COMPETITIVE ADVANTAGE
CI does not only mean gathering information and transmitting it to university managers, but
knowledge in the highest sense of the term, a way of understanding the world using all sources. In a
society where knowledge means added value, CI plays a key role in the positive effect combined
between novelty and quality, both as a stand-alone product and as an element of multi-source
analysis, by:
1. updated information, most often obtained in real time;
2. the ability to cover information gaps from other sources, by providing a broad view of the
security picture;
3. the presentation of some approved points of view of some specialists, by requesting their
expertise and the use of “gray literature”.
At present, the stake of CI development is closely connected with the development of
information and communication technology, being necessary: adaptation to the dynamism of the
online environment; implementation of IT platforms to identify priority requirements; ensuring and
supplying accessible and interoperable databases; developing the link between OSI providers,
beneficiaries, partners and experts outside the intelligence sphere (academic, business and research
centers) in a beneficial environment to strengthen cooperation; facilitating the formation of teams
in multidisciplinary projects, given that the Web 2.0 era requires changes in analytical practices.
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Regardless of the specificity of one economy or another, globalization has brought nations
and, beyond them, companies to a field where competitiveness is essential. Competitive
Intelligence thus acquires, by capitalizing on open sources, a key role in the dynamics of the
knowledge-based society. Starting from the premise that the new reality is an independent variable,
the changes that this type of society generates become dependent variables.
In other words, CI and OSI, as parts of the knowledge society, will generate the scientific
multiplication of information, which becomes visibly transmitted and reproduced on a planetary
scale. It is essential that the nature of the information transmitted changes radically, being
associated with expanding technologies, new management strategies or a variety of competitive
techniques.
Open sources have exceeded the limit of competitive advantage given only by surplus (data
actually obtained) and have become part of the science that offers competitive advantage: they are
found in the diversity of types of management or are effectively incorporated into new applied
technologies.
From this perspective, CI makes the transition from user of open sources to integrator of the
added value brought by information, in the organization, products, competencies and skills,
partnerships with the economic environment and civil society, etc.
INFORMATION AND KNOWLEDGE MANAGEMENT
Information and Knowledge Management hereinafter referred to as IKM, at the university
level, is a complementary OSI and CI activity, and is represented by a set of practices for
identifying, creating, representing and distributing information and knowledge to improve
performance, promote innovation and gain competitive advantage.
IKM addresses the development and coordination / administration of activities for collecting
and processing environmental information (university system, ARACIS, MEN, social, economic,
cultural, etc.), in order to analyze and accumulate knowledge on a didactic, managerial, social communication and classical and virtual learning technologies, in order to better configure the
decision-making framework at the individual level (student, teacher) and institutional (university).
Knowledge management involves managing the flow of information in such a way that the correct
information has the right recipient, through the administration, development and transfer of
knowledge between individuals interacting within the university.
In a frequently cited and implicitly credited approach, Snowden [12] identifies three distinct
stages in the evolution of knowledge management. The "first generation" or "information
management" stage dates back to 1995 and was concerned with IT processes, information flows
and their structuring in databases.
Knowledge was understood as a manageable and distributable “object” that does not require
human interaction and contextualization. At the intelligence level, technical sources and economic
data on competition were seen as knowledge.
The second generation continues from 1995 until the beginning of the 21st century. It
focuses on "human resource management" and knowledge processes. The reference model, SECI,
is the one proposed by the Japanese school in the field [28] signed by Nonaka and Takeuchi [28]
who stated „there are two types of knowledge: tacit knowledge and explicit knowledge; explicit
knowledge is objective and relational knowledge, which can be expressed through formal and
systematic language with words, numbers, formulas, etc. and tacit knowledge is personal and
difficult to formalize and refers to the knowledge held by an individual, community, organization
or country and is very difficult to explain”. [28]
Explicit knowledge consists of information that can be communicated and is likely to be
true or false. Nonaka argues that an individual may not be aware of what he knows and how he can
achieve certain results, but this does not mean that he does not have knowledge. This would be tacit
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knowledge. Explicit knowledge is the knowledge that an individual is aware of, knows that he has
it and can communicate it to others through language.
Although with a human dimension, knowledge continues at this stage to be seen as an object
that can be measured by the human resource involved. In retrospect, the knowledge management
thus conceptualized did not bring major changes in organizations, and the SECI knowledge
conversion model was considered by some voices a failure because "there is no conversion of tacit
knowledge into explicit knowledge, it did not exist and will not exist." [9]
According to the third generation, "information is the human ability to take effective action
in various and uncertain situations", requiring management as both "work" and "flow". [43]
Thus, in order to survive in this complex environment, organizations must have the core
competencies to:
1) create new ideas
2) solve problems
3) make decisions
4) take steps to achieve the desired result - information being the guiding force
underlying any of these processes / competencies [6].
All this within complex adaptive systems that operate in continuous flow, moving
uncertainly between different degrees of stability and instability, depending on the context and
impact of internal and external events, in relation to internal and external agents and systems.
Stacey (2001) [35] criticizes the first and second generations described above, arguing that
they are based on the perception of an external observer, who conceives in advance and then
manipulates systems from an external macro position. Viewed from the perspective of complexity
theory, this is impossible, because observers are also part of the system they are trying to describe
or control and therefore cannot be objective or distant in relation to the dynamics of a system.
Returning to the attempt to define the information, Stacey claims that it is neither stored nor
distributed, because it is not a "given", but "an ephemeral, active relationship process". And
knowledge "cannot be controlled and does not need to be controlled, because knowledge is
participatory, the processes of self-organization being structured in coherent ways" [35].
Therefore, the approach to knowledge needs to change for the following reasons:
 Management can only be voluntary, it cannot be mandatory. People will not share
knowledge if they do not want to. No technique, motivation or reward could change that.
 We can „know more than we can say and we will always say more than we can write down.
Knowledge is such that we know or can know more than we have the physical time or
conceptual ability to put into words.
 „We only know what we know and only when we need to know”. Human knowledge is
deeply contextual and is triggered by circumstances. To understand what people know, we
need to redo the context and then ask a "meaningful" question to allow the use of the
information.
Grant and Grant (2008) [18] analyzed third-generation KM theories and models and identified
some key ideas, which are an illustrative summary of how KM was understood by the authors of
the third generation:
 Information technology is not a dominant factor, but it must be an activating factor.
 Initial models and taxonomies of knowledge (such as tacit / explicit knowledge) are useful
for understanding the nature of knowledge in organizations, but they are not exhaustive
approaches.
 It is more important to improve the way new knowledge is obtained than to use existing
knowledge.
 Understanding the system is dependent on understanding the context in which it operates.
 The personal, social and collective nature of knowledge increases the complexity and makes
it difficult to institutionalize knowledge.
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 Organizations have intangible values the intellectual resource - that require special
management.
4. THE UNIVERSITY ORGANIZATIONAL MODEL PROPOSED IN THE KNOWLEDGE
SOCIETY
The functioning of an efficient university depends, from the point of view of human
resources, on the development of a culture of collaboration, and in terms of integrated technological
elements, on their content and contextual compatibility.
In short, the successful application of knowledge management in a university requires a
complex analysis of requirements, in order to translate missions into business processes, networked
systems and appropriate technologies.
Given that the central conceptual attribute of an organization is represented by its
architecture, it is important that its means of representation take on the role of architectural
descriptors in order to faithfully reproduce the structure, interactions and dynamics of workflows.
THE BASIC ELEMENTS OF THE ORGANIZATIONAL STRUCTURE
The perspective of experts in knowledge management mainly concerns the five modes of the
process and technological perspectives:
1. Focus on the company . Emphasis is placed on the values, virtues and mission shared by
the people in the organization.
2. Knowledge of the transaction . Socialization, the exchange of tacit knowledge through
methods such as storytelling and dialogue, are the essential mode of interpersonal
transactions for collective learning, or collaboration to solve problems.
3. Collaborate . The basis for human collaboration lies in purpose, values, and a common
trust.
4. Facilitators . A culture of trust develops communities that share best practices and
experiences; solving collaboration problems allows for an increase in the culture of trust.
5. Barriers . The biggest obstacle to collaboration is the inability of an organization's culture
to transform and adopt the sharing of values, virtues, and disciplines.
At the core of a knowledge-based organization is the ability to support the creation of
organizational knowledge through learning and collaboration. Effective collaboration involves civic
values and virtues, which are shared by all.
The main components, relevant from the perspective of new architecture are:
1. Policies - strategic visions and derived policies that clearly define the objectives and
approaches necessary to achieve them;
2. Operational processes - secure collaborative processes that allow people to share knowledge
and resources within large, complex and properly compartmentalized organizations;
3. System (network) - configured to allow information sharing and comprising a set of
databases and applications shared between organizations in a common virtual space;
4. The technology - the functioning of the organization requires the integration of
technological solutions, a process carried out on two levels: the definition of standards
(metadata, protocols, markup language, etc.) and the incremental transition of technology
5. CONCLUSIONS
CI and OCI bring new tools, with new functionalities, which require the accumulation /
development of new competencies, grafted on the current ones. These will contribute to the
modernization of the university education system, teaching methods, and the creation of bridges
between formal, non-formal and informal learning.
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In developed countries, the evolution of communication and information technology has had
a great impact on human society, generating fundamental changes in all areas of activity, changes
that have added value.
Education is one of the fields that have fully benefited from new technologies, at all levels:
the use of web 2.0 tools have facilitated collaborative work, information sharing, knowledge
management, efficient resource management, introduction of modern / interactive teaching methods
- multimedia input, teacher-student relationship, access to dedicated databases, as well as the
elimination of geographical barriers.
The ability to use technological platforms for collaborative work, information resources
management, creating a system of sources specific to educational activities, knowledge
management, using tools dedicated to collecting / sharing and completing useful information is a
set of skills already acquired by staff involved in the process. university education in developed
countries, being specific to the knowledge society.
Those who have implemented these technologies in the educational process have become
more efficient, more competitive. From this perspective, it is obvious that their adoption is more
than necessary to increase the competitiveness of Romanian university education. Therefore, the
proposed model can be not only a necessity, but a first step towards a modern, efficient,
competitive university education system, based on the concept of competitive intelligence and open
sources.
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