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Abstract 

This paper we have examined the vulnerability of accounting data to cyber attacks and the limits of protection 

afforded to it to counterbalance the benefits of the digital era (Bellanova, 2017), so that we can conclude whether 

digitization brings sufficient benefits to cover the inherent shortcomings. The solutions proposed to businesses by 

professionals in the field regarding the potetization of accounting data are vast (Gutwirth et al., 2010) and can 

sometimes mislead the decision maker, i.e. lead to the wrong decision on the most efficient and adapted solution to the 

business needs. This paper examines the risks experienced by businesses, at the economic level, as a result of 

increasingly prevalent fraudulent behaviours originating from both the internal and external environment of the 

company, fostered by the digitalization of the accounting profession and the accounting professional's reaction to these 

challenges. According to Weinberger (2011), Big Data is an indicator of the changes undergone by businesses in the 

market, changes due to the impact of information in digital format, which is too numerous to master and control 

(Aradau et al., 2015). 
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1. Introduction and context of the study 

According to Cosmin Neagu, Client Director & Global Client Network Manager, Aon 

Romania, an average of 20,000-30,000 cyberattacks are identified and registered in our country 

every day. He states that the highest incidence of attacks takes place in the Romanian capital, 

mainly towards the pharmaceutical industry and as a typology, in proportion of 60% we encounter 

the ransomware attack, followed by the DDoS attack and Phishing. 

According to Aon Romania, the lack of knowledge of the risks to which we expose ourselves 

as a result of the implementation of digital technology at the enterprise level costs us approximately 

8,440 billion dollars per day, an amount that is estimated to triple in just three years. 

What are the main risk factors when it comes to the cybersecurity of a company's accounting 

data and what do cyberattacks aim for? According to the authors, the greatest threat to the security 

of a company's accounting is represented by the employees themselves, through negligence and 

lack of specific knowledge, but also through the exploitation for personal interest of the confidential 

data to which they have access in terms of their job duties. To these are added third parties, who 
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pursue illicit purposes, such as data theft and obtaining material benefits, removal of competence, 

etc. 

The digital age has revolutionized the way businesses manage their accounting data, 

integrating advanced digital technologies and accounting information systems (AIS) into their 

operational processes. At the same time, this digitalization has brought significant challenges, 

especially in the context of cybersecurity. Accounting data is the main target of cybercriminals, 

given its economic value and strategic importance.  

Cyberattacks, including unauthorized access, data manipulation, and financial fraud, generate 

significant financial losses and affect trust in companies' digital infrastructures. Moreover, internal 

policies such as notification automation and monitoring of connected devices have proven to be 

effective solutions in preventing unauthorized access. At the same time, persistent attacks, such as 

ransomware, continue to highlight weaknesses related to employee education regarding the risks 

associated with digital technologies, highlighting the importance of investing in awareness and 

training programs. 

In this article, we look at the threats to accounting data in the digital context, the use of 

security technologies such as behavioral biometrics, and the adoption of audit technologies for data 

protection. The study aims to provide an overview of the challenges and solutions available, thus 

contributing to improving risk management in business. 

 

2. Methodology 

 This paper is based on the case study method of multiple companies, which faced 

cyberattacks during 2024. Through it, we analysed the frequency of the types of risks and the 

consequences generated in order to highlight their incidence and impact on companies. We believe 

that through this methodology, a favorable context is created for assessing the challenges generated 

by the digitization of accounting and not only, which, faced with the benefits provided by it, lead to 

an important decision at the level of the company. 

To analyze the threats to accounting data in the digital age, this paper uses a mixed 

methodology, based on case studies, literature analysis and modeling techniques. By using this 

integrated approach, the research aims to identify cyber risks, assess their impact on accounting data 

and explore the use of emerging technologies to prevent and manage these risks. 

The method used aims to analyze cybersecurity incidents, which affected the accounting 

data of renowned companies. This case study includes, among others, an internationally recognized 

organization, namely Starbucks, which reported a security breach in 2024, with a significant impact 

on financial and operational data. The main objective is to identify the typologies of cyber threats, 

to assess their impact and to propose practical solutions for the protection of accounting data. 

The use of privacy-enhancing technologies (PETs) allows for more secure management of 

accounting data, as they are designed to ensure both anonymization and compliance with legal 

requirements. Replacement PETs, such as anonymisation tools, are used to protect users' identities 

and prevent unauthorised access, thus helping to reduce the risks associated with unauthorised 

surveillance and cyber fraud. At the same time, complementary PETs are used to demonstrate 

compliance with legal regulations without disrupting accounting data logistics, providing a solution 

tailored to operational and legal requirements. The analysis of these technologies allows the 

identification of advantages in reducing the exposure of sensitive data, the impact on compliance 

and limitations in complex accounting environments. 

Privacy Impact Assessments (PIAs) are integrated into the methodological framework as a 

systematic process for assessing the risks associated with digital accounting projects. This approach 

analyses the effects on privacy by engaging stakeholders, including technology specialists and legal 

experts, helping to formulate solutions that meet the needs of security and transparency. PIAs are 

used to identify accounting data vulnerabilities and develop risk mitigation strategies, taking into 

account critical issues such as discrimination, information asymmetries and algorithmic logistics. 
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The integration of PET and PIA allows for a holistic approach to data protection, where 

privacy and compliance are treated as central elements of an effective digital security system. 

Through this methodology, the aim is to obtain a complex perspective on the challenges and 

opportunities of accounting data governance in the digital age. 

 

3. Case study on risks to financial accounting data 

 The range of cyberattacks encountered in the daily life of companies in the economic 

market is increasingly diversified, including types such as: malware, DDOs, phishing, ransomware, 

credential stuffing, etc., but the largest share is held by ransomware attacks (Bajpai & Enbody, 

2023). 

 The ransomware attack involves locking the victim's data and blackmailing them by paying 

a generous amount in exchange for ransoming the database. This type of attack is all the more 

dangerous as it not only targets substantial material losses, but implicitly threatens people's lives 

(Begovic et al, 2023). 

 Another type of cyberattack identified by the authors as being in vogue is credential 

stuffing. Its origin lies in the convenience of users (Yu et al, 2024), who, in order to facilitate access 

to personal accounts, registered on various websites/applications, use the same address and 

password. Thus, the attacker can destroy multiple accounts by using confidential credentials 

composed in another application/on another website.  

 In the following, we have presented four cases of interest for the subject of this article, 

which illustrate the situation of both national and international companies that have suffered 

significant damage as a result of unexpected cyber attacks. 

 

Company Name Attack date Type of attack In fact 

Varta AG 

(manufacturer of 

batteries for the 

automotive, consumer 

and industrial sectors; 

country of origin: 

Germany) 

February 2024 Ransomware The German-born 

company temporarily 

halted production at 

five factories 

following a 

cyberattack, which led 

to a drop in VARTA's 

share price by 4.75 

percent. 

Starbucks (coffee shop 

chain; country of 

origin: USA) 

November 2024 Ransomware Following a cyber 

attack on a software 

provider of the 

company, it was 

unable to pay 

employees. The attack 

targeted employees' 

work schedules and 

their timesheets. 

Altex (company that 

sells electronics, home 

appliances, IT and 

multimedia products; 

country of origin: 

Romania) 

November 2024 Credential stuffing Following two cyber 

attacks, personal data 

of a significant number 

of customers were 

compromised, such as: 

name, surname, email, 

account passwords, 

order history, financial 
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data about bank cards 

used on the platform.  

Bologna FC (football 

club; country of origin: 

Italy) 

December 2024 Ransomware This cyberattack 

exposed the sports 

club, its players, but 

also third parties, such 

as sponsors, active 

fans to considerable 

risks, such as identity 

theft, economic fraud 

and other forms of 

exploitation. 

 

4. Analysis and discussion 

 Regarding the case of Altex in Romania, among the solutions identified and that we 

consider to be appropriate in order to prevent the repetition of such incidents we list: the automation 

of notifications for any connection from a device other than the usual one, the real-time display of 

the devices active on the platform and the detailed history of connections, policies to strengthen the 

complexity of the users' password, etc. 

 We believe that version 2.5 is an innovative way to protect personal, accounting, financial 

and other data. of the WhiteRabbitNeo tool. He presents himself as an expert in the field of 

vulnerability identification, demonstrating precision and speed of reaction to test possible 

vulnerabilities and provide remedies to alarming situations in almost real time. 

 In the context of the increase in the number of cyberattacks, the analysis of user behavior 

and the implementation of innovative technological solutions become essential for preventing risks 

and strengthening data security, both personal and organizational. An eloquent study was conducted 

on the behavior of students in Pakistan (Khan et al, 2022), a study that reveals problems similar to 

those observed in other international contexts, including in the case of security incidents in 

Romania, such as the Altex case. The study of 294 students in Pakistan showed that most of them 

engage in risky behavior in the digital environment, highlighting the use of weak passwords, 

sharing personal information, and a lack of proactive security measures. These behaviors are similar 

to the problems encountered in the case of Altex, where users of the platform did not have visibility 

on suspicious connections or their detailed history.  

A lack of user awareness of cyber risks facilitates critical vulnerabilities that can be 

exploited by attackers, including unauthorized access to accounting and financial data. It highlights 

the importance of solutions such as automating login notifications, displaying active devices in real-

time and strengthening the complexity of user passwords, practices that have proven effective in the 

case of Altex.  

Comparatively, in Pakistan, the introduction of technologies similar to WhiteRabbitNeo, 

along with tailored educational policies, could significantly improve security awareness and reduce 

risky behaviors. The use of advanced technologies, such as Privacy Impact Assessments (PIAs) and 

privacy-enhancing technologies (PETs), could increase protection against cyber threats. 

The implementation of proactive technology solutions, such as PETs and automated 

vulnerability identification tools (such as WhiteRabbitNeo), can significantly contribute to reducing 

the exposure of organizations and individual users to risks 

The widespread adoption of ERP and AIS (Accounting Information Systems) systems has 

required audit firms to integrate advanced technologies to maintain data integrity and financial 

compliance, a key aspect in the context of increasing cyber risks. Studies on user behavior, as well 

as recent cases, such as that of Altex, emphasize the importance of implementing effective 

technological tools. For example, the use of advanced solutions, such as WhiteRabbitNeo v2.5, can 
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support auditing firms in quickly testing vulnerabilities and fixing them, providing increased 

protection for sensitive data. 

However, research indicates that the adoption of these tools varies depending on the 

resources and size of the organization. Smaller firms, for example, have difficulty accessing 

advanced technologies due to financial constraints or a lack of technical skills. In this respect, the 

solutions proposed to improve security in the case of Altex, such as automatic notifications for 

suspicious connections or real-time display of active devices, could be applied in a similar way to 

strengthen control within audit processes. This integrated approach, combining audit technologies 

and cybersecurity measures, can significantly contribute to preventing security breaches and 

maintaining trust in digital accounting systems. 

 

5. Recommendations 

In Romania, a fairly well-known security company, namely Bitdefender, has made available to 

any user, free of charge, a description software, through which data damaged by ransomware 

attacks can be recovered. This approach started from the analysis of the ShrinkLocker ransomware. 

Education and awareness play a fundamental role in strengthening the cybersecurity posture at 

the individual and organizational levels. Organizing dedicated training programs, both in academia 

and in public and private institutions, can significantly improve the level of preparedness in the face 

of cyber threats. In the university environment, the integration of cybersecurity modules into the 

educational curriculum contributes to the development of the skills of future professionals. At the 

organizational level, regular employee training sessions can prevent risky behaviors and improve 

the implementation of best practices.  

 The adoption of advanced technologies is an essential element for effective cyber risk 

management. Supporting audit firms and small businesses by facilitating access to high-

performance technological tools and offering solutions compatible with existing infrastructures can 

help increase the efficiency of organizational processes.  

 The integration of behavioral biometrics technologies or solutions such as WhiteRabbitNeo 

can significantly reduce risks and improve the security of digital infrastructures. In this respect, 

clear and coherent regulations are a necessary basis for the responsible adoption and use of these 

technologies. International standardization of audit practices and digital data protection measures 

can provide a legislative and operational framework to guide the deployment of technologies in 

various sectors.  

 Through such regulations, organizations can benefit from greater legal certainty and 

strategic guidance in the use of advanced technologies. Partnerships between organisations, 

technology providers, professional bodies and educational institutions are essential for accelerating 

the implementation of technological innovations. These collaborations can facilitate the exchange of 

knowledge and expertise, support the adoption of advanced technologies, and contribute to the 

development of solutions tailored to the specific needs of organizations.  

 Therefore, we believe that an ecosystem of cooperation between relevant actors can support 

both the improvement of the cybersecurity posture and the sustainable development of the digital 

environment. 

 

6. Conclusions 

 In the context of accelerated digitalization, we believe that cybersecurity is emerging as a 

fundamental priority, given the exponential increase in ransomware, phishing and DDoS attacks, 

which affect both large organizations and small and medium-sized enterprises equally. Deficiencies 

in cyber education and the lack of implementation of effective protection measures significantly 
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amplify vulnerabilities at the organizational and individual level, highlighting the need to develop 

proactive strategies for risk prevention and management. 

 According to the authors, a determining factor in the accentuation of cyber vulnerabilities is 

user behavior, characterized by poor practices, such as the use of insecure passwords, negligence in 

updating software and lack of awareness of cyber threats. In developing countries, such as Pakistan, 

these risks are amplified by the digital divide and limited access to information technology 

education. These findings highlight the need to implement educational programs, appropriate public 

policies and awareness campaigns aimed at reducing risky behaviors.  

 Therefore, we believe that, despite the significant benefits of adopting advanced 

technologies, such as behavioral biometrics or innovative solutions, such as WhiteRabbitNeo, their 

implementation remains limited, especially in the case of small and medium-sized enterprises. 

These limitations are associated with insufficient financial resources, lack of information 

technology skills and the complexity of integrating technological solutions into existing processes. 

Thus, the adoption of these technologies requires a personalized approach, adapted to the specifics 

and organizational needs.  

 In this context, we conclude by stating that education and legislative regulations play an 

essential role. The implementation of specialized education in cybersecurity and auditing, along 

with clear regulations supported by professional bodies, is imperative for improving user skills and 

facilitating the adoption of advanced technologies. At the same time, creating a legislative 

framework that supports the integration of security solutions into organizational processes 

contributes to strengthening cyber resilience and developing a secure and sustainable digital 

environment. 
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