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Abstract:

This article aims to examine the use of artificial intelligence in identifying academic fraud, with a particular
focus on the situation in Romania. Nowadays Academic fraud is a persistent problem in higher education, including in
Romania, where practices such as plagiarism and cheating in examinations have long been tolerated, even at the
highest levels. The emergence of new technologies, particularly artificial intelligence (Al), has both amplified these
phenomena through tools such as text generators like ChatGPT, used to obtain ostensibly original work with minimal
effort and spurred the development of advanced countermeasures. At present, universities and authorities in Romania
rely on anti-plagiarism software based on artificial intelligence algorithms to screen academic papers. Automated
online proctoring systems and stylometric methods of text analysis are also being piloted, with a view to identifying
both traditional plagiarism and more subtle forms of academic fraud, such as contract cheating and Al-generated
content. This paper examines the role of Al in detecting academic fraud, with a focus on the Romanian context: from
the techniques used to uncover plagiarism and other breaches (including the use of Al to counter cheating facilitated
by modern technologies) to recent institutional initiatives and the associated ethical challenges. Although artificial
intelligence holds out the promise of increasingly powerful tools for safeguarding academic integrity, it simultaneously
raises concerns regarding accuracy, fairness, and the protection of students’ rights. This study concludes by arguing
for the need to strike a balance between the adoption of technology and the promotion of a culture of integrity adapted
to the challenges of the digital age.
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1. Introduction

Academic fraud — which includes plagiarism (the unattributed appropriation of others’ ideas
or texts), cheating in examinations, data fabrication and work produced by third parties —
constitutes a major threat to the quality and credibility of higher education (Iancu, D., Vrabie, C.,
& Ungureanu, M. 2021). In Romania, this phenomenon has manifested over the years through
numerous high-profile plagiarism scandals, and the general perception has often been that such
misconduct is tolerated or even covered up at the highest institutional levels. The lack of effective,
centralised mechanisms for monitoring academic integrity has exacerbated the problem: there is no
national register of academic fraud, and the only public record of suspected plagiarism is
maintained informally on the independent platform Plagiat.ro. Consequently, cases of plagiarism
are handled unevenly from one university to another, and only a few result in the withdrawal of
offenders’ academic titles, which has undermined the deterrent effect of sanctions for academic
misconduct.

However technological developments, have also provided new tools for addressing this
problem. Since the 2000s, academic institutions have begun to use anti-plagiarism software based
on the automatic comparison of texts against extensive databases, with the aim of identifying
suspicious similarities. These programs have become increasingly sophisticated, integrating
artificial intelligence techniques to detect not only verbatim copying but also paraphrasing or
unauthorised translation of content. In Romania, starting with the 2023-2024 academic year, the
Ministry of Education has officially recognised several software solutions for detecting plagiarism
(such as iThenticate, Turnitin, Plagiarism Detector and others) and has made it mandatory to screen
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all final degree papers using such tools. This measure reflects growing institutional awareness of
the need for automated and objective methods of checking the originality of academic work.

At the same time, artificial intelligence has opened new avenues for committing academic
fraud. The emergence of generative language models, exemplified by the launch of ChatGPT at the
end of 2022, has enabled students to obtain essays and answers that are original from a copyright
perspective but artificially generated. This development complicates efforts to uphold integrity,
since Al-generated content does not show up as plagiarism in relation to existing sources and thus
evades traditional similarity filters.

2. The Context of Academic Fraud in Romania

Academic integrity is a fundamental pillar of higher education, yet in practice it is
frequently put to the test by various forms of fraud. In universities in Romania, as in other
countries, the plagiarism of bachelor’s, master’s and doctoral theses has been one of the most
widespread forms of misconduct. Numerous investigative reports have brought to light plagiarised
doctoral theses belonging to individuals holding public office, fuelling the perception of a
widespread phenomenon that is insufficiently sanctioned. When plagiarism is uncovered, the
administrative and legal procedures for sanctioning those responsible are cumbersome and
protracted. A professor involved in university ethics has observed that, although steps have been
taken in the right direction, the way in which universities and the judiciary handle these cases often
remains unsatisfactory.[6]

However, academic fraud, is not limited to plagiarism. Students may resort to a range of
unethical strategies to obtain credits and degrees: cheating in examinations (sometimes facilitated
by technological devices), falsifying data in research projects, or so-called contract cheating, that is,
paying someone else to produce coursework on their behalf. This latter phenomenon, involving
bespoke “on-demand” assignments, is particularly insidious because the work produced to order is
original from the standpoint of traditional anti-plagiarism software. International studies indicate
that the incidence of academic ghostwriting is on the rise, fuelled by the ease with which the
internet brings together the demand for and supply of such services. For instance, one report
showed that up to 16% of students admitted having paid someone to complete academic tasks for
them, and that this percentage is increasing.[3] Although estimates vary, research suggests that
approximately 3% of students routinely resort to purchasing assignments, which in the United
States, for example, would correspond to around 1.7 million students involved. The implications
are serious: work produced by third parties or obtained fraudulently enables some students to obtain
degrees “in their own name” without actually mastering the requisite knowledge and skills, thereby
undermining the value of those qualifications and the fairness of the educational process.

In the face of these realities, the Romanian academic community has begun to recognise the
importance of strengthening a culture of integrity and of equipping institutions with modern tools
for detecting fraud. Student associations and university bodies have initiated debates on the need
for zero-tolerance policies towards plagiarism and cheating, while the Ministry of Education has
issued stricter regulations concerning the screening of academic work through specialised
electronic systems.|[5]

The context of the COVID-19 pandemic, which temporarily shifted examinations online,
has in turn brought new challenges, forcing universities to adapt their methods of assessment and
supervision in order to prevent remote cheating. All these developments have laid the groundwork
for integrating artificial intelligence as a key element in efforts to safeguard academic integrity.
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3. Detecting Plagiarism with the Support of Artificial Intelligence

Automated plagiarism detection has been one of the first areas in which artificial
intelligence tools have proven their usefulness in academia. Modern anti-plagiarism systems rely
on algorithms capable of comparing the submitted document with millions of potential sources as:
scholarly articles, books, web pages, and previous student papers identifying similar sequences of
text. Initially, such programs relied on exact string matching, highlighting verbatim copied
passages.[7] However, plagiarism practices have evolved: those who attempt to cheat now resort to
evasion strategies such as paraphrasing the original text or translating it into another language and
back, in order to avoid detection. In response, anti-plagiarism tools have incorporated advanced
techniques from natural language processing (NLP) and machine learning, which can recognise
stolen ideas even when the wording has been semantically altered.[2]

Companies such as Turnitin - a global leader in checking the originality of academic work
have continuously expanded their databases and invested in high-level expertise to improve their
algorithms. According to an analysis published in Times Higher Education, detecting plagiarism
has become increasingly difficult, even with advanced technology, because of the emergence of
automatic paraphrasing tools that can effectively “mask” copied text. To keep pace, companies like
Turnitin have hired analysts specialised in natural language processing and have integrated state-of-
the-art artificial intelligence into their products.[10]. These systems no longer rely solely on literal
matches; instead, they analyse sentence structure, synonyms, and the contextual meaning of ideas,
managing to identify conceptual similarities where simple word matching would fail. For example,
if a text has been cleverly paraphrased by substituting words with synonyms and altering sentence
order an Al algorithm trained on stylistic and semantic properties may still flag the relevant
passages as suspicious.[12]

In the Romanian university system, the adoption of such tools has become mandatory for
formal academic work. The six plagiarism-detection programs recognised by the Ministry of
Education (including internationally established platforms such as iThenticate/Turnitin, as well as
local tools like Sistemantiplagiat.ro) meet strict technical criteria, such as the ability to check
documents in Romanian, to search for similarities both in online resources and in academic
databases, and to generate detailed reports indicating the sources found.[1] By using this software,
bachelor’s theses, master’s dissertations and doctoral theses are subjected to an objective analysis
of originality, intended to support academic committees in assessing their integrity. In recent years,
more and more universities in Romania have embedded such checks into the standard workflow for
submitting papers, signalling to students that any breach of integrity is likely to be detected.

Also, it should be stressed, that although extremely useful, text-similarity detection tools are
not infallible. There are inherent limitations: for instance, if a plagiarised source is not included in
the database consulted by the software, plagiarism may go unnoticed.[3] Moreover, similarity
reports require careful interpretation by academic staff - a high percentage of overlapping text does
not automatically indicate fraud, as it may reflect specialist terminology or standard definitions. At
times, the software may generate false positives, labelling as “plagiarised” passages that have not
been deliberately copied but happen to coincide with other texts (particularly in technical or legal
fields where formulations are highly standardised). [15] Nonetheless, overall, artificial intelligence
has significantly increased the effectiveness with which plagiarism is detected. Instead of laborious
manual searches for copied sources, instructors now have access to automated reports that scan
virtually the entire universe of digitised knowledge. This, in turn, discourages “run-of-the-mill”
plagiarism and sends a clear signal that originality is subject to rigorous scrutiny.

A new chapter in the fight against plagiarism concerns the adaptation of these tools to
emerging challenges. For example, programming assignments can be checked by specialised
systems that detect code similarities between students’ work, using algorithms that compare
program structure another way in which Al contributes to safeguarding academic integrity.[16]
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Likewise, with the advent of content generated by neural networks (original text produced by
machines), the academic community has begun to ask whether existing tools should be
complemented by detectors for automatically generated text. Traditional plagiarism implies taking
someone else’s work without acknowledgement, whereas using an artificial intelligence tool to
produce an essay raises a different kind of challenge: the text does not appear as “similar” to any
specific source, so conventional anti-plagiarism programs will not flag it, even though, from an
ethical standpoint, the student has still cheated. The following section discusses how attempts are
being made to address this new form of academic fraud by turning, once again, to artificial
intelligence.

4. Al Technologies for Detecting Other Forms of Academic Fraud

Beyond plagiarism, other types of academic deception have also begun to be tackled with
the help of artificial intelligence. A major challenge is the invigilation of examinations, especially
in online settings. During the pandemic, many institutions adopted remote proctoring solutions,
whereby students are monitored via video and audio using dedicated software. Modern proctoring
systems integrate Al-based facial recognition algorithms and behavioural detection tools: for
instance, they can identify whether a second person appears in the room, whether the student
repeatedly looks away from the screen (suggesting possible consultation of notes), or whether
background sounds indicate the presence of accomplices.[4] The advantage of these automated
systems is that they make it possible to supervise a large number of students efficiently at the same
time, without relying exclusively on the vigilance of a human invigilator. Some reports indicate that
Al-assisted proctoring can significantly increase the rate at which attempts to cheat are detected.[9]
However, their use also raises sensitive issues: students and experts have expressed concern about
infringements of privacy, the potential for error (flagging false positives when the system
misinterprets legitimate behaviour as fraudulent), and algorithmic bias (for example, difficulties in
correctly recognising the faces of people from certain ethnic groups or under particular lighting
conditions). [11] These ethical aspects will be discussed in more detail in the next section; here it is
sufficient to wunderline that, from a technological perspective, Al provides increasingly
sophisticated tools for exam supervision, whose effectiveness must be carefully calibrated against
respect for students’ rights.

Another way in which artificial intelligence supports efforts to uphold academic honesty is
through the detection of authorship. When a student submits a piece of work written by someone
else (contract cheating), the resulting text is original from the standpoint of plagiarism and will not
be flagged by standard checkers. This is where stylometric analysis comes into play - a technique
based on the premise that each individual has a relatively unique writing style, which can be
quantified using linguistic indicators such as average sentence length, lexical variety, and syntactic
complexity. With the help of machine learning algorithms, documents authored by the same student
(for example, previous assignments or tests) can be compared with a suspect piece of work in order
to assess the likelihood that they share the same author. If the style differs markedly, this may
indicate fraud through delegated authorship. Turnitin has even introduced a service called
Authorship Investigate, designed specifically to flag suspicions of inauthentic authorship on the
basis of stylometry.[13] Although this solution has not yet been widely adopted and has not been
fully validated by independent studies, it illustrates the broader trend towards using Al to counter
contract cheating. Researchers emphasise that stylometry has promising potential in this area: it is a
relatively mature technology that can be applied usefully in education to address the problem of
third-party authored work. In a pilot study, the integration of stylometric analyses succeeded in
identifying some of the commissioned essays that conventional plagiarism detectors had failed to
catch.[9] Nonetheless, the effectiveness of these methods depends on the volume and quality of
writing samples available for comparison, and it can be affected by factors such as the student’s
effort to mimic their own style in a piece actually written by someone else.
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Finally, the proliferation of content generated by artificial intelligence models—such as
essays produced entirely by ChatGPT or other large language models has led to attempts to develop
Al text detectors. These are algorithms trained to distinguish between human-written and machine-
generated text, drawing on certain statistical features, such as perplexity, that is, the degree of
“predictability” of a word sequence, which is assumed to be lower for human texts than for those
produced by uncalibrated Al models. In principle, such a detector could be used by instructors to
check whether an essay submitted by a student was in fact written by an artificial intelligence
system.[1] In practice, however, the reliability of these tools at the current stage leaves much to be
desired. A study conducted at Stanford University in 2023 highlighted major limitations: many
commercially available detectors tend to generate false alarms, especially in the case of texts
written by non-native speakers of English. In this experiment, more than 60% of authentic essays
produced by international students were wrongly labelled as “Al-written” by these systems. This
high error rate has serious ethical implications, as it may lead to innocent students being unjustly
accused of fraud simply because their writing style differs from that of native speakers
(hai.stanford.edu). Moreover, it has been shown that current detectors can be easily fooled: for
example, if Al-generated text is minimally post-edited such as being “rewritten in a more
sophisticated style” - many tools no longer recognise it as machine-produced.[12] Despite these
shortcomings, interest in developing methods for identifying Al-generated content remains high,
given the stakes and scale of the phenomenon. Proposed directions include embedding digital
“watermarks” in Al-produced texts that is, hidden signatures invisible to the reader but detectable
algorithmically as well as refining detection metrics beyond perplexity. For the time being,
however, experts advise educational institutions to exercise caution and not to rely exclusively on
such still-immature tools as definitive proof of academic fraud.

5. Ethical challenges and perspectives in the use of Al for academic integrity

The large-scale implementation of artificial intelligence technologies in monitoring
academic integrity brings with it a series of ethical and practical challenges that must be managed
with great care. A first concern is the reliability and fairness of these tools. As noted earlier, Al-
based text detectors and even automated proctoring systems can make mistakes either by signalling
fraud where none exists (false positives) or by missing genuine instances of misconduct (false
negatives). In the case of detecting machine-generated texts, the risk of unjust accusations weighs
particularly heavily on certain categories of students (such as those writing in a foreign language),
because of algorithmic bias.[8] It is ethically unacceptable for a student to be penalised unfairly on
the basis of a questionable score produced by a piece of software; this is why experts recommend
that such tools be used with caution and always in conjunction with careful human judgment. In a
similar vein, in Al-assisted proctoring, automatic alerts regarding suspicious behaviour must
always be reviewed by a human invigilator, precisely in order to avoid sanctioning innocent
students on the basis of erroneous algorithmic interpretations.

Data protection and respect for privacy constitute another central concern. The use of video
cameras, microphones and biometric analyses during online examinations raises questions about
the proportionality of these measures and the extent of students’ informed consent. Universities are
compelled to seek a balance between the need to prevent cheating and candidates’ rights to privacy
and dignity. Recommended practices include full transparency towards students regarding how data
are collected and used (video recordings, logs and so on), as well as strict compliance with current
legislation on the protection of personal data. One possible solution, for instance, is for institutions
to draw up clear codes of conduct for online examinations, specifying which behaviours will be
monitored, how they will be interpreted, and obtaining participants’ agreement in advance. Only in
this way can surveillance technologies be implemented legitimately, without eroding the
relationship of trust between students and the institution.
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Another sensitive issue is the impact on the pedagogical relationship and on academic
culture more broadly. An excessive reliance on technological anti-fraud solutions can,
paradoxically, have a negative effect if it generates an atmosphere of generalised suspicion. An
education expert has warned that both the tools used to plagiarise and those used to combat
plagiarism can undermine positive relationships between teachers and students.[2] Instead of
fostering open conversations about academic honesty as an integral part of students’ formation,
there is a danger that everything will be delegated to “technological police”, which may in turn
weaken young people’s genuine internalisation of ethical values. To avoid this outcome,
institutions should combine coercive measures with systematic education for integrity. It is
encouraging that some universities in Romania have already begun to move in this direction: for
example, Transilvania University of Brasov having recently tightened its rules against plagiarism
and the unauthorised use of Al has at the same time introduced compulsory courses in ethics and
academic writing at all levels of study, including modules on the responsible use of artificial
intelligence.[7] Such a holistic approach, which places equal emphasis on shaping students’ moral
awareness, is essential in the long term.

With regard to institutional policies, there is ongoing debate about the most effective
strategy for countering the new forms of fraud facilitated by technology. One immediate reaction,
adopted by some institutions, has been to impose a blanket ban on generative Al tools in assessed
academic work. Measures of this kind such as those taken by Sciences Po in France or by the New
York City Department of Education, which have announced severe penalties (including expulsion)
for the use of ChatGPT in coursework send a clear message of zero tolerance towards cheating, but
also raise questions about how applicable and sustainable they are in the long run. On the other
hand, if they are not accompanied by reliable detection tools, such prohibitions risk resting on
suspicions that are difficult to prove. The case of the regulation adopted in Brasov, where lecturers
were given the right to decide “according to their own discernment” whether a text was generated
by Al has sparked strong criticism from students, who fear abuses and subjectivity.[10] The
university later explained that it does not in fact ban the technology itself, but only its unethical use,
and that it has access to programmes capable of detecting Al-written texts, although these are still
being refined. This example illustrates how difficult it is to craft a fair policy: how to firmly
discourage fraud without a priori criminalising the legitimate use of modern tools.

Looking ahead, many specialists advocate a paradigm shift in education rather than a war of
attrition against every new technological trick. Instead of returning to pen and paper in order to
“escape” artificial intelligence, assessment methods should be redesigned so as to foster students’
genuine creativity and critical thinking competences that are difficult for an automated system to
mimic. The imaginative formulation of assignments, the personalisation of topics (according to the
student’s interests or experience), or the introduction of oral presentations to accompany written
work are just a few examples of good practice. Essentially, as a Romanian professor of academic
ethics has pointed out, it is not enough to ask for a standard essay and then check whether it has
been plagiarised or generated by a bot; what is needed is a radical rethinking of assessment itself.
[6].

Academic standards must be restored as the foundation of education, while technology
however advanced should remain an instrument in the service of those standards, not a substitute
for them. Artificial intelligence will continue to advance and to permeate all aspects of life,
including education; the challenge for universities is to embrace these developments in ways that
strengthen, rather than undermine, the integrity of the academic process.
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6. Conclusions

The use of artificial intelligence in identifying academic fraud emerges both as a necessity
and as a challenge of the digital age. In the Romanian academic context, where recent years have
revealed serious vulnerabilities related to plagiarism and other forms of misconduct, the adoption of
Al technologies offers genuine opportunities to enhance the vigilance and fairness of assessment
processes. Advanced software can rapidly and efficiently detect suspicious similarities, can monitor
examinations with a level of attention impossible to achieve manually, and can even infer
inconsistencies in writing style, signalling possible unauthentic contributions. All of this helps to
deter attempts at cheating and to strengthen academic accountability.

At the same time, no technological solution is infallible or free of consequences. Artificial
intelligence, the very tool that assists in catching plagiarists, can also be used by students to
generate work that is difficult to identify as fraudulent. Universities thus find themselves in a
continuous race to keep pace with new forms of deception, constantly updating their tools and
policies. Experience shows that success in safeguarding academic integrity cannot be achieved
through better algorithms alone, but also requires the ongoing cultivation of ethical values within
the academic community.

In conclusion, the optimal approach lies in a partnership between human judgement and
technology: artificial intelligence should be used as a powerful ally of teaching staff and ethics
committees, easing their task of detecting fraud, while final decisions must remain guided by
human reasoning and by the principle of the presumption of innocence. At the same time, educating
students in a spirit of honesty and ownership of their own work remains the foundation on which
any technical tool ultimately rests. The Romanian academic environment demonstrates that there is
a willingness to reform and to adapt to new realities from the nationwide implementation of anti-
plagiarism programmes to ongoing debates about changing the assessment paradigm in the age of
Al The continuity of these efforts, combined with a robust ethical framework, will ultimately
determine the extent to which academic integrity can be protected and strengthened, even in the
face of the challenges posed by artificial intelligence.
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